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XioGuard employs an open XDR Next-Generation SIEM plat-
form for 360-degree detection and response by ingesting 
data from all tools, correlating data across the entire attack 
surface, delivering high-fidelity detections, and responding 
to threats automatically through AI/ML. The unified platform 
ingests data from existing security tools to deliver 360-de-
gree visibility and response capabilities across the entire 
attack surface. This AI-powered platform also learns as it 
works over time to become faster and more sophisticated at 
detecting, correlating, and responding to incidents.
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Advanced Capabilities Include:
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Often, indicators of compromise (IOCs) go unnoticed or unresolved in your systems  
environment. XioGuard helps identify and resolve these IOCs quickly before it’s too late:

 • Suspicious entries in system or network accounting, or logs

 • Discrepancies between logs

 • Repetitive unsuccessful login attempts within  
a short time interval

 • Unexplained new user accounts

 • Unexplained new files or unfamiliar file names

 • Unexplained modifications to file lengths and/or dates,  
especially in system files

 • Unexplained attempts to write to system files or changes  
in system files

 • Unexplained modification or deletion of data

 • Denial/disruption of service or inability of one or more  
users to log in to an account

 • System crashes

 • Poor system performance of dedicated servers

 • Operation of a program or sniffer device used to capture  
network traffic

 • Unusual time of usage (e.g., user login during unusual times)

 • Unusual system resource consumption. (High CPU usage)

 • Last login (or usage) for a user account does not correspond  
to the actual last time the user used the account

 • Unusual usage patterns (e.g., a user account associated with  
a user in Finance is being used to log into an HR database)

 • Unauthorized changes to user permission or access
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WHAT DOES XIOGUARD COST?
$1000 per month (up to 10 GBs of logs per day)

Package can be upgraded to include:
 • Intrusion, Detection to Malware Command and 

Control Detection/Analysis
 • Sandboxing
 • Deceptor
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